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12.x	Access control service
12.x.1	RESTful HTTP-based solution set
12.x.1.1	Definition of access control services
12.x.1.1.1	Introduction
Solution shall be based on OpenID connect protocol (see [y]) and OAuth 2.0 (see RFC 6749 [x]).
OpenID Connect is a simple identity layer on top of the OAuth 2.0 protocol and used in authentication. It enables clients to verify the identity of the MnS Consumer based on the authentication performed by an Authorization Service Producer.
OAuth introduces an authorization layer and separates the role of the client (MnS Consumer) from that of the resource owner (e.g., Operator). In OAuth, the client requests access to resources controlled by the resource owner and hosted by the resource server (MnS Producer), and is issued a different set of credentials than those of the resource owner.
Instead of using the resource owner's credentials to access protected resources, the client obtains an access token -- a string denoting a specific scope, lifetime, and other access attributes. Access tokens are issued to clients by an authorization service producer with the approval of the resource owner. The client uses the access token to access the protected resources hosted by the resource server.
In OAuth, an authorization grant is a credential representing the resource owner's authorization (to access its protected resources) used by the client to obtain an access token. To request an access token, the client obtains authorization from the resource owner. The authorization is expressed in the form of an authorization grant, which the client uses to request the access token.
OAuth2.0 specifies four grant types in clause 1.3 (see RFC 6749 [x]). The access control shall support the following two types of grants:
(1) authorization code
(2) client credential
All other procedure related to these two grant types is used.
In OAuth the access taken is a string. The access policies of this string are not defined by OAuth. This solution adds on top by defining how to specify these access policies. In OAuth authorization request, the scope parameter is optional. With OpenID connect, the scope parameter is required to have value "openid", other values are optional. In Access control, the scope parameter is not used for access right scope during authentication / authorization request. The access right is provisioned for the identities during preparation phase or runtime phase, refer to TS28.533 [13].   
12.x.1.1.2	authentication and authorization for management service consumer acting on behalf of administrator 
The OpenID connect protocol (see [y]) and OAuth 2.0 authorization code grant (see RFC 6749 [x]) are used to authenticate and authorize human management service consumer, as shown in Figure 12.x.1.1.2-1. To be noted, the workflows in Figure 12.x.1.1.2-1 and 12.x.1.1.3-1 are runtime workflows, refer to TS 28.533 [13] for the post deployment commissioning related to access rights provisioning.
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Figure 12.x.1.1.2-1 Authentication and authorization for human MnS consumer
In OpenID connect protocol, OAuth 2.0 Server implementing OpenID Connect protocol are also referred to as OpenID Providers (OPs). OAuth 2.0 Clients using OpenID Connect are also referred to as Relying Parties (RPs).
In this solution, the authentication service producer takes role of OpenID Provider (OP), and authorization endpoint of Oauth 2.0 which authenticates the end user in OAuth 2.0 authorization code grant scenario.
The MnS consumer via user agent is end user of OpenID connect protocol.
The client acting on behalf of human MnS consumer takes the role of Relaying Party (RP) of OpenID connect protocol, and confidential client of OAuth 2.0.
An OpenID Connect Authentication Request is an OAuth 2.0 Authorization Request that requests that the End-User to be authenticated by the Authorization Service Producer.
The authorization service producer takes role of token endpoint of OAuth 2.0, which issues access token to the client.
The MnS producer plays the role of the resource server.
Note: Authentication of human MnS consumer includes two steps, the client on behalf of human user sends authentication request is the first step, and the human user logins with credentials is the second step. The steps to redirect user agent (e.g. browser) to authentication service producer (by the client on behalf of MnS consumer) to send authentication request, and redirect user agent back to the client (by authentication service producer) to send authentication response are ignored in the figure for sake of simplicity and conciseness. 
12.x.1.1.3	authentication and authorization for machine management service consumer
OAuth 2.0 client credential grant (see RFC 6749 [x]) is used to authenticate and authorize machine management service consumer, as shown in Figure 12.x.1.1.3-1.
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Figure 12.x.1.1.3-1 Authentication and authorization for machine MnS consumer
The authentication service producer authenticates management service consumer by validate the client credential.
The management service consumer implements confidential client of OAuth 2.0.
The authorization service producer implements token endpoint of OAuth 2.0, which issue access token to the client.
The management service producer implements resource server of OAuth 2.0.
Note: Authentication service producer is preconfigured in authorization service producer (e.g., certification configuration of both sides, access information of both sides such as name, or address, etc. ), and vice versa. Trust relationship between the two entities is established.
The access control service is implemented in OpenAPI according to table 12.x.1.1.3-1.
Table 12.x.1.1.3-1: Implement access control services in OpenAPI SS
	Access control service
	HTTP Method
	Resource URI
	S

	authentication
	GET
	/oauth2/authorize
	M

	authorization
	POST
	/oauth2/token
	M



12.x.1.2	authentication
OAuth2.0 and OpenID connect parameters to OpenAPI parameters mapping according to table 12.x.1.2-1 and table 12.x.1.2-2.

Table 12.x.1.2-1: Mapping OAuth2.0 and OpenID connect parameters to OpenAPI input parameters (HTTP GET)
	SS attribute name
	SS parameter location
	S
	Remark

	consumer_id
	query
	M
	A unique identifier of a MnS consumer. 
For machine MnS consumer, it could be DN, FQDN, etc. It is included in authentication request.
For MnS consumer via human user, it could be user name, email address, phone number, etc. It is included in both of authentication request from the client (actioning on behalf of human user) to authentication service producer and login request from user agent to authentication service producer.

The parameter consumer_id maps to "resource owner" in OAuth2.0 for machine MnS Consumer, or "End-User" (sub in Clause 2 OpenID Connect protocol [y]) in OpenID Connect for MnS consumer via human user.

	credential_type
	query
	CM
	Different credential types will be used according to authentication policy of the MnS consumer, e.g., it could be secret (e.g., password) or certificate based assertion (e.g., jwt-bear, see RFC 7519 [z])
For human MnS consumer, it is included in login request from user agent to authentication service producer.
For machine MnS consumer, it is in authentication request.

The parameter credential_type and credential are used in  user authenticates in OAuth2.0. See clause 4.1 procedure B, and clause 4.4.2 transport-layer security in OAuth2.0 [x].

	credential
	query
	CM
	It is secret or certificate based assertion.
For human MnS consumer, it is included in login request from user agent to authentication service producer.
For machine MnS consumer, it is in authentication request.

The parameter credential_type and credential are used in  user authenticates in OAuth2.0. See clause 4.1 procedure B, and clause 4.4.2 transport-layer security in OAuth2.0 [x]. 

	client_id
	query
	CM
	It is used only for human MnS consumer scenario. It is part of associated client acting on behalf of the human consumer. It is unique id, e.g. DN, FQDN, assigned to the client.

The parameter client_id is defined in OAuth2.0.

	redirect_uri
	query
	CM
	It is used only for human MnS consumer scenario. It is part of associated client acting on behalf of the human consumer. It is redirection URI to which the authentication response from authentication service producer will be sent.

The parameter redirect_uri is defined in OAuth2.0.

	response_type
	query
	CM
	It is oauth2 and OpenID connect specific parameter.
It presents and its value is "code" in the authentication request from the client (actioning on behalf of human MnS consumer) to authentication service producer for human MnS consumer authentication. It is empty in the authentication request from authorization service producer (actioning on behalf of machine MnS consumer) to authentication service producer for machine MnS consumer authentication

The parameter response_type is defined in OAuth2.0.

	scope
	query
	CM
	It is used only for MnS consumer via human user scenario. OpenID Connect requests shall contain the "openid" as scope value.

The parameter scope is defined in OAuth2.0.

	
	
	
	



Table 12.x.1.2-2: Mapping OAuth2.0 and OpenID connect parameters to OpenAPI output parameters (HTTP GET))
	SS parameter location
	SS parameter name
	S
	Remark

	response status codes/body
	status
	M
	It is response status code, and optional error description in response body for error response.

Return code as standard HTTP return code.

	response body
	consumer_id
	M
	same to identifier in the request.

The parameter consumer_id maps to "resource owner" in OAuth2.0 for machine MnS Consumer, or "End-User" (sub in Clause 2 OpenID Connect protocol [y]) in OpenID Connect for MnS consumer via human user.

	response body
	session_id
	O
	It could be used to uniquely identity a successful authentication for a MnS consumer in different entities included in authentication workflow.

The session_id maps to parameter "nonce" defined in OpenID connect. See clause 2 in OpenID Connect protocol [y]

	response body
	code
	CM
	It is oauth2 and OpenID connect specific parameter.
It presents and its value is set to authorization code generated by the authentication service producer. It's only applicable to human management service consumer.

The parameter code is defined in OAuth2.0. 



12.x.1.3	authorization
OpenAPI parameters according to table 12.x.1.3-1 and table 12.x.1.3-2.
Table 12.x.1.3-1: OpenAPI input parameters from OAuth2.0 (HTTP POST)
	SS parameter location
	SS parameter name
	S
	Remark

	query
	grant_type
	M
	It is oauth2 specific parameter used to designate how to authenticate a client. It's set to "authorization_code" for authorization of human management service consumer, and "client_credential " for authorization of machine management service consumer

The parameter grant_type is defined in OAuth2.0.

	query
	code
	CM
	It is oauth2 and OpenID connect specific parameter.
It presents and its value is set to authorization code generated by the authentication service producer. It's only applicable to human management service consumer.

The parameter code is defined in OAuth2.0.

	query
	client_id
	CM
	It is used only for human MnS consumer scenario. It is part of associated client acting on behalf of the human consumer. It is unique id, e.g. DN, FQDN, assigned to the client.

The parameter client_id is defined in OAuth2.0.

	query
	redirect_uri
	CM
	It is used only for human MnS consumer scenario. It is part of associated client acting on behalf of the human consumer. It is redirection URI to which the authentication response from authentication service producer will be sent.

The parameter redirect_uri is defined in OAuth2.0.

	
	
	
	



Table 12.x.1.3-2: OpenAPI output parameters from OAuth2.0
	SS parameter location
	SS parameter name
	S
	Remark

	response status codes/body
	status
	M
	It is response status code, and optional error description in response body for error response.

Return code as standard HTTP return code.

	response body
	access_token
	CM
	It is the access token issued by the authorization server.
The access token shall be a JSON Web Token (JWT) as specified in IETF RFC 7519 [z]. The access token shall include the claims encoded as a JSON object and then digitally signed using JWS as specified in IETF RFC 7515 [a] and in clause 13.4.1 of 3GPP TS 33.501 [8].
The digitally signed access token shall be converted to the JWS Compact Serialization encoding as a string as specified in clause 7.1 of IETF RFC 7515 [a].

The parameter access_token is defined in OAuth2.0.

	response body
	token_type
	CM
	It is type of the access token.

The parameter token_type is defined in OAuth2.0.



Then access_token will be put into http "authorization" header when consuming management services with access control. e.g. Authorization: Bearer SlAV32hkKG

	Start of next modification



Annex Y (Informative):
Informative example for authentication and authorization
Y.1	Informative example: MnS consumer via human user authentication and authorization :
Informative example: human MnS consumer authentication and authorization :
Authentication request sent from a client on behalf of a human MnS consumer to an authentication service producer:
GET /oauth2/authorize?\
    consumer_id=consumer1@example.com\
    &client_id=client.example.com\
    &redirect_uri=https%3A%2F%2Fclient.example.com%2Fac\
    &response_type=code\
    &scope=openid
Host: authenticationserver.example.com

Login request from user agent to authentication service producer:
GET /oauth2/authorize?\
    consumer_id=consumer1@example.com\
    &credential_type=secret\
    &credential=SHJKUJUYKKLH\
Host: authenticationserver.example.com

Authentication response:
HTTP/2 302 Found
Location: https://client.example.org/ac?consumer_id=consumer1@example.com&code=SplxlOBeZQQYbYS6WxSbIA


Authorization request with granted code
POST /oauth2/token?\
    grant_type=authorization_code\
    &code=SplxlOBeZQQYbYS6WxSbIA\
    &client_id=client.example.com\
    &redirect_uri=https%3A%2F%2Fclient.example.com%2Fac
Host: authorizationserver.example.com

Authorization response
  HTTP/1.1 200 OK
  Content-Type: application/json
  Cache-Control: no-store
  Pragma: no-cache

  {
   "access_token": "SlAV32hkKG",
   "token_type": "Bearer",
   "context": "expire in 60m"
  }

Y.2 Informative example: machine MnS consumer authentication and authorization:
Informative example: machine MnS consumer authentication and authorization:
Authentication and authorization request:
POST /oauth2/token?\
    grant_type=client_credentials\
    &consumer_id=consumer1.example.com\
    &credential_type=jwt\
    &credential=eyJhbGciOiJSUzI1NiIsIng1dCI6Imd4OHRHeXN5amNScUtq
Host: authorizationserver.example.com

Authentication and authorization response:
  HTTP/1.1 200 OK
  Content-Type: application/json
  Cache-Control: no-store
  Pragma: no-cache

  {
   "access_token": "SlAV32hkKG",
   "token_type": "Bearer",
   "context": "expire in 60m"
  }
	End of modification
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Proposed change   affects:  UICC apps   ME   Radio Access Network  X  Core Network  X  

 

 

Title:    Rel - 1 8   TS28.532 enhance OpenAPI to support access control  

  

Source to WG:  N okia, Nokia Shanghai Bell  

Source to TSG:  S5  

  

Work item code:  MSAC   Date:  202 2 - 0 8 - 05  

     

Category:  B   Release:  Rel - 1 8  

 Use  one   of the following categories:   F    (correction)   A    (mirror corresponding to a change in an earlier                            release)   B    (addition of feature),    C    (functional modification of feature)   D    (editorial modification)   Detailed explanations of the above categories can   be found in 3GPP  TR 21.900 .  Use  one   of the following releases:   Rel - 8   (Release 8)   Rel - 9   (Release 9)   Rel - 10   (Release 10)   Rel - 11   (Release 11)   …   Rel - 15   (Release 15)   Rel - 16   (Release 16)   Rel - 17   (Release 17)   Rel - 18   ( Release 18)  

  

Reason for change:  According requirements related to access control,  t he  generic management  service   of OpenAPI  should be updated to support authentication   and  authorization .  

  

Summary of change:  Enhance OpenAPI   to support authentication  and authorization  capability .    

  

Consequences if not  approved:  No standardized way to support acess control for OpenAPI .  

  

Clauses affected:  2,  1 2 .x (new) , Annex Y(new)  

  

 Y  N    

Other specs   X    Other core specifications    TS/TR ... CR ...   

affected:   X    Test specifications  TS/TR ... CR ...   

(show related CRs)   X    O&M Specifications  TS/TR ... CR ...   

  

Other comments:  This is revision of  S5 - 224071 .   S5 - 224071   is revision of  S5 - 223399 .  
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